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- IR(KRBESD: EIREET TLV FRIRMESEEIR ST IFM LLDP-MED TLV 228,

- IRERRR: MBHRE TLV AFTEBEN NI RIRIGEEEEIES VLAN BBE,
TLV FE LRimEO EARENBE XN _BI=ZERE%,

- g gEMAE TLV RME T MBI E A AR S IRIHE B REEN.

- Y RERMEE]: yRMEERT TLV A LLDP-MED EEg M AR IR S Z a3
FANMBER, fIMEBMRILR. HERESE.
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454 KER

£ IX|EE) > TLLDP-MED, > & 21 i@, e UEBMAERON LLDP-MED BEE(E
B,

TigE TLViZE Fitnfz2 PRS2

AR st RIFsER RASER R AT VLAN ID QoS DSCPiE I=E
SH5 A
AR BtEA
%R O SRR O S,
wEXE LLDP-MED #ER A MG XK R,
JAzEESidl IS SN E M,

HRRIEARFIRIC MRS TLV R EESHRINFICAIZE.
VLAN ID O PR 802.1Q VLAN B ID {E.

QoS DSCP & ¥ %€ B 55 FBAY DSCP {&.
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455 SEIER

£ TR E ) > TLLDP-MED] > T4BEfE 8. Tim, B UEEBRBIKOSER LLDP-MED 1
B,

TiRE TLVigE TSR HEE=

ARl FERiR $BEID et it RuFgseRs 1 &SRy e seny =

S LA

FR AR BiEA

Z g O AN AR O S

RFZIR BEIRENRFEBT,

SFE D PEBIGFI MAC Hidik,

a3t BEIGEM LLDP-MED & &5,

Rz e WBEIRE SN,

phogpeubile it PEIZF AR,

fiteg R BEIGENMHEBIGEHLT,
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4.6 IGMP s lfr

4.6.1 BER

IGMP 5Bt (Internet Group Management Protocol Snooping) Ri&{TE B U KM EAyB%
LRMNE, BTFEEMTHIERA,

MTEFR, ARPEETEREITTT IGMP N "RIK&ETHR &, B_BIREFIETT 7 IGMP il
&, REBBIIKEIRY IGMP #iR3GH1T A, FNiEOMAERE MAC st BT RMF KRR, HIREX
FERYBREY X R R B IB IR R A TEE BV IR E

—EREEHRE IGMP 0l

—RIRERTTE IGMP (iR

y @ RS

AR5 2%

ZEIgE

L2

i’ﬁj’ﬁj

EHA TH. B EMA 4B EHC
(&) (T%LI&%) () (EuE)
~ AREEUE

IGMP i@ d — RABRERRARLKAETENRRE, FTLIHERMUTFL:

ailf

- RLT ZEMERIIEIRY, TATREHEE.
- ERTHARGEENREM.
- AKRIEEEVBIRTERTRT 5 E,
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NTFE, HREEE A ERARER, Y A MY B EFFE IGMP i, E41 A FMEN C AR

EIIBKE,
P P
REx®
AL Zxigib A M, B
A2 A4 B1
A3 B2
E :zm A iE i?jzm C iﬁ
(EWE) EMNB (EE) EHD
= RO

Eiz177 IGMP (IIrN ZRig&E L, AR ER=EARIRENRL. W EEPKO A1 MikO
B1o

= FHEROA

FiB177 IGMP i B8 & £, SR T RARARRMNIHROMAKRE . W EEPNERDO
A2, O A4 FiEE B2,

= EmAEN

IGMP #1838 (W FEFMEKESS A) TR NNE TN S5I§EAX IGMP ZiBHE
IR, UEIEZMER R WA RB AR R

FWE IGMP EEATIREY, ZRi&&E (W LEFPHRIR A e B) BHEEAEE,
FITEWRZIRCAEO (30 A1 71 B1) N TR EE:

- MREMHXRARPEEEZEHEKO, WEEBHEWENSS,

- MREMRSXARFEREEZEHEKL, WHEEFMEBRFXRERTD, FERHHELER
280

= REAEN

iB1TY IGMPV2 3% IGMPV3 B EN B FEEARN, 241X IGMP BHARY. H-Ei&& @0k
E s, A FATHN]L B) BIENL I ZURE] IGMP BHAIRNET, SREMASTXARMBUIT
RhIE:
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- MRAEFEZEBAN N AR, WEZABRANNE AR HEOTRFRAEEZ
HO, ZEREFAEEMEORLZIRYX, MEEHEEER.

- NRTFEZABANNE LR, BREARTPESEEMENKON, —RREFRE
EAmORAZEX, MEEEFR; BNEZENKOLRE IGMP FEAE TR

- MREFEZARANNARLRT, BREARIPREREMENKON, —RIgESFZ
HEXMBRIFEOR AR L, RNEZENRCDLE IGMP FEHAEIIHR X

4.6.2 R1%

£ TRiigE ) > TIGMP il > M2/IgE) HE, ErRILUEE IGMP N2/

icMmpinr @D

2EIEE RIESH

VLANID 1
VLAN  HE

ERVLANGE =3

MRE w3
EEeRimEadiE | 260 s (EE
SiEE=EEAmWAtE 10 s (CEE: 1-2
HEEEESEHINNAYE 2 s (CBE
FHimOEad| 260 s (GEE: 2

FHEEEEE AT
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L

FREHEXHE IGMP S IIEE,

E7 R IGMP il TEERY VLAN,

FFEZ X% VLAN B IGMP (il IhE,

BB X% VLAN HIBIBIRE,
NBRT, HARE VLAN AXEFAIRE, NREEMNEZ 1 RRE VLAN B9igHE R iE
El—4ARBH, ARIGENEENET D VLAN EHI—HAREIE;, FRRE, AEEEREXR
E—IERBIRRIAR AN, BARZEAIGE S R EESUENIERE, MTTEHRA
AR VARG M1,
IGMP {50 B 2 IBAY IGMP R SXCHIRRZS o

- vl: B IGMPvL RRASHIHRSHITIE,

- v2: 3 IGMPv1 1 IGMPV2 hRZASHIIRSOGH TR,

- v3: BT IGMPV1. IGMPv2 ] IGMPv3 HUIRSZHITRME,

HEmOELENBRNE, EZNERA, BRKOZREKE IGMP HBAEIRY, X
AR % 0% 0 MBRET X R 2= BR.

EiRATMRRAINESE, ZHEYEAERAT RN E, TZNEERA, KEORKE
MRz iZE WA T IAHY IGMP BY S K RHRSCHS, NFEBREY 5K 2R AR 2 E M Fo

REATMNVRAMNEE, ZMEENEORL IGMP BFELATIIIRX /G, Ei1ZE
XN, ENIRORKEIENIIN ZFELAT TN IGMP R XARRXE, MERGIXART
HFIZE NI O MER.

EHNIROENLERSRTE, FIZMNERA, ENIROZERE IGMP BRXRIRXEY, 2
WAL %0 O MBRES K R R IR

FEARMAREFRG, KNI BEBEROR L RNABYIERX, FE VLAN A
1% MRTMANKABBKD, RAABMERXERER, FTBRA
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4.6.3 RREFH

£ T32#ug &l > TIGMP i) > MRESFH ) WE, &0 UEERIFEONRESHR.

IGMPEDR ( D
=FEE REEF
w0 HRiEEF BE
1 Bz L4
2 ] i
3 Sl z
4 ESE] =
5 ESEi] z
2858
FREAI 5tEA
i HOHS.

FRHEANREEFINER, HRMTMIZEORE ENRENEFREABALN IGMP
TREREFF BAARNEY, BEBZEOMNE IGMP iITABE L RF MR, FRAERENiKO
Z S EE,
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4.7 MAC 1& 8

4.7.1 MAC bR

RGBS IEESIINE, B3 MAC it Ak, RIMHAESE: MAC #iit, VLAN ID. ix0O5, H
RN ER AIRXAT, 1RIE MAC iERIEE, SR THRMEAA:

- BRI 8 MAC I ARPE S SHRXE N MAC I W IR, IMHERR
I ZRBARRYIR O A0

- AR HRHKEIE 8 MAC Rtk 88— F T RARA9 1 B9IRX, 3 MAC it 4R
g B E SN NIRX H B MAC SEIERIRINES, STHAUGREN 75 R R AR EWin
SNVFRB RO &, BT i8R, BB, KA BEIRXEF B K,

£ ZigE) > TMACIRE ] > TMAC bk, TiES, BRI UEEMMIER MAC bR,

MACHEHEE BAMACHEAE

MACE(kETE 300s 2

MACHEHE/2E8 /im0

MACHEhE ESid] VLAN w0 1wE

0000-1122-3366 i 15 o

0000-1122-3367 i 15 m|

0023-24e8-145a S 15 m|

00d8-61f6-a0f2 i 5 m

c83a-3580-3e6f HE 9 0}

d838-0dac-e7d8 s 15 |

S35
FRERI 5tER

MAC #iftRIBYE RS E], R ESEE R RINE M.

MAC Z1LEYE] S BB B — R RSB 5 R T TR AR MAC it — B3R SO A9 it
ZAYBHEIR, EENEZ MAC MM,

MAC hit MAC H#htiE, FETLIT XXXX-XXXX-XXX X0
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PRI BieA

% MAC st AY3ERY
ESiS - ES EERITHECERN MAC HIEERIT
- oA N B R MAC iR IN,

VLAN 1% MAC 3EFR/E 8 VLAN,
O 1% MAC #aEFRTERI RN IR O

4.7.2 518 MAC #bit

£ IZigE) > TMACIRE ] > IR MAC #titit) TiEH, ErILIECERES MAC ilibRTl, BCE
[E=7E MAC bR R LIER SRR RIFTE, A% MAC ERSEIFRH,

MACHBHEEE HEMACHELE

VLAN ID MACiibiiE [ m| 1B{E

S
AR BiEA
VLAN ID MAC #tlitFi/& VLAN,
MAC it MAC #idiE, LA XXXX-XXXX-XXXXo
w0 % MAC Hitit Fr7E A9 SR 4380 O o
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5 RIS E

5.1 #FSEH

5.1.1 #R

HSHBHRHEERRFNRENREENRKE, —RATENSIIRAKR. MERIBEENIMNET. B#S
BENMRAESR. 8%, A5, FINSENEESSEKETTURSHEENE LRE; BE5KEH
FREE BN MBI RN, HMELEHRERMERINZHN, WEEEERFERRFERAER
B,

=l

TR

cm@:-

EFREIRHAT, BSEALEERR.

5.1.2 B&KRHAISE

£ TEREIRE) > THSERE) TEF, e UEENEEFHSEREIN,

BiSHEH + @&

=]k TS T ##HE
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BieA
B B HIIER
EEN[REESE SRS

BIEEMAMN L ARG, T—BEBANANDN IP L,

1.1.1 FESEHEEEG

ZH P 5 3R

KRB
2o

GE 32408

RAWT

SEMRTE—#, WSHHIRSHE=%, NEERIN SRR A LIRSS ERARSS

BRHITEE:

HM, L RIEE VLAN HECE R VLAN 20O/ IP #itik, BB KM OFRE VLAN, SSINFE4RE
ENEE&E,

RN L ECERSEE, KUARMEKER,

NS EBARSS B35S EC IP sthhk, BALER IP siteREE, WH5ERR TINS5 ERARSS
a0

WSER TR EMIREN “BahiAiT IP #ilk, B5hiR1S DNS ARSSasithit”, @i DHCP &
ASIREN 1P Huhit, FRISFENMS5E0 R TAYBMIREND IP HHHE 2T

~ IP ik 192.168.10.2
- FMIBEE: 255.255.255.0

- BEIARIX: 192.168.10.1
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VLAN 10 VLAN 20 VLAN 30
192.168.20.1 VLAN 40
192.168.10.1 HAB  192.168.30.2 A
wmAa1 wa2 w3 4

2 U513
VLAN30 =%
IRHA VLAN 20 192.168.30.1 ZEAC
192.168.20.2
| Iimnss.m.z 192.168.40.2
A2
e 53 SR AR S 38

EETR

—. BCE3ZHA]
B 1. BB VLAN
FNZHHL AL B. C 3IRE VLAN, RIEZIIET VLAN BEEE BT,

32 7| VLAN IP hhk

1 10 192.168.10.1/24
T, A

2 20 192.168.20.1/24

2 20 192.168.20.2/24
A, B

3 30 192.168.30.1/24

3 30 192.168.30.2/24
TR C

4 40 192.168.40.1/24

TEURERHEN A 7fl, i B 5314 C NEE 53 H# A £

1. 700 VLAN.

V1.0

(1) HAZHN AWeb BIETNHE, =i EHEIEE) > TVLAN %1931 > 1802.1Q VLAN]

(2) SATEERAUIN, FEEMNT 2 % VLAN,
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802.1Q VLAN kR
VLAN ID VLAN{E# IPvaiittht TR 2
1 default 192.168.0.152 255.255.255.0 2
10 VLANOO10 192.68.10.1 Z m
|
20 VLANOO20 192.168.20.1 255.255.255.0 Z

2. BREmOBM.
(1) BAREN AWeb EIEDIHE, =& 'EHBTEE > VLAN X721 > NEOKR]S
(2) AEWO1EEN © &E, &8 PVID” K “107 ,
(3) SHFBO2EEN ¢ ®A, BB PVID” A “207 ,

802.1Q VLAN im 1A

pall

=0 gEpReTY PVID Tagged Untagged 1B
1 Access 10 -- 10 Z
2 Access 20 -- 20 Z

SR 2, BEHSKEH
AL A B C ORI EFSHE, RSN NHSBELERFESWNT,

2 H f3thht F e T—3k
A A 192.168.40.0 255.255.255.0 192.168.20.2
192.168.40.0 255.255.255.0 192.168.30.2
A, B
192.168.10.0 255.255.255.0 192.168.20.1
R C 192.168.10.0 255.255.255.0 192.168.30.1

TEUEERIN A 7F, 3ZHA B 53t C AL E 53 A £,

1. HAHA AWeb EETE, RE THREIRE] > ESERHE] o
2. mGEEEiN, FEIT 1 FESERE,

i
et
T
H

gtttk FRoEE Tt =

192.168.40.0 255.255.255.0 192.168.20.2

R
=
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SIE 3, IMSEIRTHERENS 2D E IP it
NN, AWeb BI2THE, =i MHEHIEE] > TDHCP R385 -

1.
2. ¥1FF “DHCP fRs328” FF<, FHI¥JH VLAN10 #ZHOH “DHCP fE8E” F %,
3. mEERayl, EEEINT 15 DHCP ik,

DHCPig& EEESS i) EFIEFIE

pHeresE @D
e ==
R it TS BRI LI DNS FAERIIPE: HRIE
f .
b 192.168.10.2 e 152165.10.1 " 155101 e
! 19216810250  £2290>2 - .
ZfEREDHCP
VLAN:ZO =Ri0 TR DHCPEg:
0 255.255.255.0 [ @)

10
SEC 9EC 3EC [
255.255.255.0

20

SR 4. RELE
RETEENEAALAN D EFE=.

—. EREMSSERARSS2RRY IP Mokt 5Pk
F S ERARSS 2RERS HEC 1P sthiik, FEEERWT,

®’& IP ik F R L NINTES
1 55 ZRAR 55 2% 192.168.40.2 255.255.255.0 192.168.40.1

WA &
TR EREE, M5ERTHBMET MIER M SRS %,
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5.2 ARP

SHEEEIED, IP Ut R R ENERNEEPMIL, MREFNEETHECEELBNEN, &
FUAE B RV ANV EEE RS E i (EE 30 LIRS MAC #thik) o

ARP (Address Resolution Protocol, #itfEriY) FFIE IP shikf#dr /o MAC sk, HERHEM
AEZPLEIP—iK ARP KR, IBERRIESAREIBENEE ENA MAC IS IP #ERIST VX R H
RMNBESHIREVIEEEY, BT ARP kiR, BERPSEBNT:

(1) ZMHEBECH ARP RAEBIRESHFEBRING IP IS MAC it AN, NR
MR EWEIBMN @ BIirENAEEE;, RS, KRYNEREMHIEERER
[TH#—fn “ARPIEXRK” HUEREN, ZIEREEZRAE S IP #tikA MAC ik, LIKRE
BYEHAY IP itk

(2) BEMREHZIFREIZIER, HGENENRENZERE, SLETWIEN— “ARP &
&7, zmEEERENE MAC Hitlt,

(3) RN EZ ARP N&EfS, BBEBENA IP #iEF] MAC #itS R X2 5 NE 289 ARP
xR, LUERSAEEER,

£ TEREIRE] > TARP) MES, ErRIUEEMEE ARP %o

ARPZ{LETE 1200s &
PiEtH/MACHEHHVLAN ID/EER + &
IPiihE MAC itk VLAN ID AR E{LmiaEl =13
28588
PRI 15t BH
. ARP RINNEEE], HAIRNIEIZETEIAREIER A ARP 3R, MEiZ ARP RIN
ARP Z 1L B[]
M ARP KA IFR,
IP Hhiit FEHA 1P Ak,
MAC i3t IP HIBERS I FE NI MAC Hbtit,
VLAN ID 1% ARP FRINFRTER vian = E#0,
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PRI 5B
ZRIMBYLEE,
sem - A KIEYIRIE ARP WX B SR AY ARP &R, £ HEN ARP E{LAY
G118
- BE. FoECEM ARP R, KABXM, 7% ARP ELEEIRE],
E{¢adia) % ARP RINAYFI S E 1L ATIE],
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5.3 DHCP R 88

5.3.1 #R

TEMEKAIMEHR, FENEMERHT AMMNEERERS, £EERSBITENHEBI TS
IP it E, FNELMENE K, TEEENUESNETK, SHILE IP HUFENESE
#r. ™ DHCP (Dynamic Host Configuration Protocol, ZhASENEEMIN) @i IP il s o R
B E] ARRR iR E) L,

[ »n

AZHRAAY DHCP BR35 88 R 3245 F Option 82 Xz {THUE S EL.

P 3tiht 55 Ao SR B
B HIREITR, DHCP BRSS SR (TR IP Hiuk 5 Eosms:

- BhEMUESED: DHCP REB[ATF RO EEXHERR P #itlk, EAERRARE, BFIF
EEHHAEI, EAZSHREFIHFINBERXMENE S EHYHIIE,

- BESHMiNESED: RBEEANVBRERFHRBSHERT IP ik, ik DHCP RSB E3IAK
PEE—EE IP HUHAR PG, AJLOBGR—LET IP it MHIThEER R A i IP it T
ESVE
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5.3.2 DHCP & &

£ 'EAMIRE] > [DHCP ARs528) > TDHCP &) TIEY, &I LAEEMEE DHCP RS 28.

DHCPIgE BEHAHE BRI
oncez® @)
e
e HES FREE HiAmR FLEA DNS FARMPE #e
#OEsEDHCR
VLANED] =RED FrBE DHCPHRE
1 192.168.0.1 255.255.255.0
SR
PRI BiEA
DHCP fR558% FFEZXF DHCP ARS528108E.
Hhdk 5t 2 R Hhik it ERBR B9 B 7o
ST AT A 1P HIAESER,
FRaHEh AL F iR F R,
IR K D ECLAE P URBIFRIAR XK

Hoikt

GEESNIE)

DNS

DECLAT F IRV IP MR BRIATE, & IP Ik BHASS

- MRZEFFPRDEEEBNL, SRmEBER5L, BEELHHZ P
tko

- REFPmRERE (K. WEABKRES) 2N, SMHBERERZ IP
ik, UEEBEBHEEFWER IP HUHER, ZHAAIRKIZ IP iS5 i
LHEEFIR.

FRA AR TRERE, ERIESEE MM R SRR ERLANE, HMRX

RERM. MEEHRER, BIREAR 1 X7

PERLATE FimAY DNS RS 88,

FECHY 1P EX HHE AR R HITEIS S ECRY 1P bl
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PRI 585
VLAN 0 HuHE SRR A MY VLAN,
=B VLAN 4 1P Hhtit,
Ny B0 EOM 1P it
DHCP F R VLAN 80 F Mg,
DHCP f&#E FREE, VLAN #O/# DHCP RS 2BEM,

5.3.3 @AM e

£ TEREIRE) > TDHCP fRS328) > TESthitnEc) NES, BoUEEMEEFHFSMI D ECSR
Bo

DHCPIgEE st 8 EFmiE
EFRER EFRIP EPFEMAC EE
MININT-UG36TVN 192.168.20.215 0023-24e8-145a
SR
PRI 5ER
e BN A ESEIRNEEER, EEMBEFRTIREEITRMN, NEREFAHNIESEE
EPImZ R —
R, BATEENX,

PP DHCP RSB EE P ERLAZT P IR 1P ik,
E % MAC E P imi MAC Hifik,

80



BHRhRZ<: V1.0

5.3.4 ZPIRyIER
£ TEREIZE] > DHCP RS2 > TRFIRSGIKRI TWEH, o] DX MAIHAFREY IP #ihtAyi%
EHITUL TR E:
- BEEXFPIEZTR. FEW IP MHEER,

- R HE R, ATRUS S EEFRY IP AN FIBES S ECTR, (£ DHCP ARS5 88 4R 401%
REDER— IP ik,

DHCPigE BRSNS ER ERRiER

EFERR E4EIP EFRMAC FRATE AT e
LAPTOP-5VJ2SIIR 192.168.20.185 dBcd.976c.ae2d 27535k s =
SR
AR BiBA
B P AR & P E o
BHE IP DHCP AR5 2887 Feta %% F iimAY IP Hutlk,
i MAC sy MAC Rk,
FISRBYa] FRL9RIRETIE],

DHCP fRE 234 ZEF iR 1P ShiEpYSRRES,
PEAR - ThA&: DHCP IREBVBMEMAGHS IP Hl D EIRIRLGZF P S ED IP ik,
- 7. DHCP RSB SBREAES P it H AL RIS Z R P insh St 5 B,
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6 QoS KB

6.1 HER

RSN IP WL, FIENRXEEEXF NG, MERKRAES (Best-Effort) KXk, B3¢
BYZE. ATEMEFMHEREREBEAFRIE. MEMNESREANELRE, IPMLEE www, FTP, E-mail FiR
SWEM L, REMNUSMBENSN. TERFE. MMaE. ATMEES, XEmlEeHE. T
B, BohEERIEEEENNER, Fit, RIBLREMEIFIRERNLSHFRESERLE QoS (Quality
of Service, IRSZBHE) HKEE, FTLUIRENENIRSRE,

AN EIEN ORI EIERHAIT O, ARELOMBRFRRERENEIERBR AR LR
HIRAT, SREEIEFERLREZFRMERATIBRY, MMEREREHIRS RE.

HERL

YHWBAEN, VARSI ENTSERFTRRE, &% RXARTIERMMUER, A3
SRR, BRI RAMRR AR = EERL. STHEEEINERR M 8 TMATIRAE
BURBVE RN,

82



BHRhRZ<: V1.0

PRI 4Rk

| RIEH AT, RXAEITRRNT] |

| BAZI8 ‘D‘D" |

| |

| |

PAFI 7 |

BEBZBOMEY | |
| 8 BB RS 55
® | wsle | BABI 8 KOHRSTHSE i 1
| YT YY

| |

| |

| |

| BB |

I |

' |

FRAKXFEEREERHNRBUSHNAIRITN,. XBUSE-—ITEBNER, IERERE
BYEE SR FeIRIF AR SS LUB/ MBI A ZER o

TERATNEERYS, MRIRBMAEMSIMRECRE (BAF) 8>FAF 7--->F 1) MELKERSHK
FTRAFIPNDAE, HREMERATIATN, BREBRRMITRATIFRDAE, XF, FxiE
WSMDEBNRSMERNNG, KIEXBWS (30 E-mail) BI2EBRNBIRKTKEIAT,
B LURIERBA SR D AWMAIEIE, IFRFW S ETELIEX B SHENT N EIREE

2o

FRAKENRRE: AELRER, NRBSMARRTIPKEEEDEEFE, BARMLTEA
FIPRIRX M =E TS A EIARSS T ML .

i B2 AR 1 4%
ERT, KBEMLER, FRENRTIATHEEHE.
ALk

BIEERERENTZERNELLE#ITIRRIEE, URIEST TSR —ERARSEE.
RERTHRINERFRNILE, UEOHE 8 MatiPA5 A, ZEXET ST AFIEE—MIRE,
gn— 100Mbps Bk, EEEETCHIAEREZNMARER 25, 20. 15, 15, 10. 5. 5. 5, X#¥
B MRIERIRM SR PATIZE D IRTT SMbps H 8L, &% T RAM B M S RKIBEIRM TR EATIH
BIIR AT RERBYE)IR A EUBRSSEVER o MRS RATIEE —TMARZE, RAZSTITIBNEER
RIEETH, BNESMATFREEM D ERSHER—MRENATINE, BPBADERET
— M EATIRE, XEFHERRAUSEZDHMA.
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RIBLITRART, IRSIRETEIRRBIPATY

| i |
Iww 000
| ' l
f dh 4 k I
:WIV 009 |
> 3 75| 3o \ =
RIREEIIRX | | EABINIR S EAE LLB R
- BB 6
. : ‘: : ‘ .C\ ...... |
| |
| |
| BBl 1 ) |
| I
| |

ik

AN 8 802.1P L. DSCP e L SE R =M FRIER.

= 802.1P {54k

802.1P (LARNMTF ZEIRSCKE, BRAFARTENMZEIRCGKE, MREE_EIFRETRIE
QoS MiHE. WA 802.1Q IFFHEIBE A =5 802.1P fifthk, WO TEFR, 4 MFTH
802.1Q1FELBET 2 NETM TPID (Tag Protocol Identifier, #R&MNARIR, EVEN
0x8100) #1 2 MFTHEY TCI (Tag Control Information, #FEIEHIEE),

80210
inati Source header
Destination o LengthiType Data {c;g.saz_]
ress
Bl TPID | TCI
b bytes & bytes 4 bytes ? bytes 46-1500 bytes 4 byles

TEETR7T 802.1Q fFZEXHFHMAZR, TCIH Priority FEFLZE 802.1P fLfth. ©H 3 1 bit
Hpx, BUESEEN 0~

Byte 1 Byte 2 Byle 3 Byte 4
TPID(Tag protocol identifiar) TCI{Tag control information)
[o]
1]lolojoolofo]1]|o|o]o]o|o|o]o]o|Prioiy |F VLAN ID
|

7T6543210765432107654321076543210

84



ASTHRALERINGY 802.1P fLFER. BAFIRKEBFIRF XA TR,

802.1P fh ek

0

DSCP 5%k

AT

1

TR hRAS

PSS
best-effort
background
spare
excellent-effort
controlled-load
video

voice

network-management

RFC2474 EFHENX T IP RXLZRHY ToS (Type of Service, ARSZHEA) FE&, #zR DS
(Differentiated Services, E90R55) 13, H= DSCP (Differentiated Services Codepoint, £
PIREHRBS) MARAIZIEME 6 D bit (0~5bit) ®x (WTE), BUETEEN 0~63, /52

N bit (6. 7bit) 2IFE2{iL,

Bits

DS-Field
(for IPwd ToS
actet.ard for

IPwE Traffic
Class ooted )

o1 2 3 4 56 7T

DSCP

Ccu

Class Selectar
codapaints

L

L

Diffarentated Servioes
Codepoint (DSCP)
RFC 2474

Currently
Unusad

DSCP L5k 5 KT XN X R U0 TR

DSCP 554k (1)

46

10

12

14

18

20

22

DSCP 564k ()
101110
001010
001100
001110
010010
010100
010110

85

ESE
ef

afll
af12
afl3
af21
af22

af23

V1.0



DSCP fii5e4k (1)
26
28
30
34
36
38
8
16
24
32
40
48

56

THHEAIA DSCP 5k S AT IBRET X RN T Ko

DSCP 5%

0~7

8~15

16~23

24~31

32~39

40~47

48~55

56~63

DSCP L5tk (i)

011010

011100

011110

100010

100100

100110

001000

010000

011000

100000

101000

110000

111000

000000

86

BHRhRZ<: V1.0

ESE
af3l
af32
af33
af4l
af42
af43
csl
cs2
cs3
cs4
cs5
cs6

cs7

be (default)



i L Fe 4k

BHRhRZ<: V1.0

FohEcBERIEANIEIRORY Cos kLR, SKIMEIHOSATINMF X R, HHIMUTRMIER
Z—0Y, ROIRIRECE RIBRET KX R IFIR SRS BRI W AI AT o
- mAREBIRXABAEAGEENRERRS. FIMIEFET 802.1P {LREIAIIRA,

WX EIRIHR SRR 802.1Q 1RE

- BWOKRIEE 802.1P {5 RH DSCP L RIE R,

ASHRA IR IR O Cos LRk S5 PATIBRSY X R U TR

Cos 54k
0

1

87

FAZ
1

2



6.2 BELE M

B8 802.1P LIRS AT

BHRhRZ<: V1.0

i T35 1E55156 B0
1 QoS FE
RIEL G EEEREA NN EEE.
2 802.1P
AL & 802.1P LRk SRAY! M 2R,
3 ke
BAENIROMNEEENEER “802.1P 5 , ENEEMEmR®O Cos KR
548 DSCP i 5ok M5 A S
i T35 1£5535 88
1 QoS FE
RIELFEEERARENNEERE.
2 DSCP
Bl & DSCP L7ck SPATIRRET R,
3 ] MRy e

BHRNHONEEEINIREN “DSCP 5 , RANEEMRBRKH Cos fLItk.

88



BHRhRZ<: V1.0

6.3 QoS AE

7£ TQoS %HE&1 > TQoS FE) TIEY, ErRILUEE QoS HEMN MIAZELIEERES,

QoSiFE 802.1P DsCP w0tk

QosBT., | T4k

A=EE
patn== @
SEA
R BteA
m AR E R EER.
- RMES: PRERNAEMSEIRERFRIALERS IR TIF IR
X, REUBREEMIIATE, FBEBIRMLITRIIATIR
QoS &L
BRI 8 MATIFRTHE,
- IREKRG: FASMUIIERE—TIRE, MRERTRNERONE. ik
AHIUREN, BRSO EDET .
AFIIRE EERINEFAIMRAITRE, FLRERATIBMNRE,
HRBE, ZENEEGIXHRE, MHESMERIRIIMETEE R,
AFIH A EFF

1
-

REFTEHITNEREREAT TR ZMEE, —RABRNFR.

89



BHRhRZ<: V1.0

6.4 802.1P

7£ TQoS k&) > 802.1P1 TIEM, ERILIECE 802.1P L5tk S A FIRIBRET X &R
QoSIEE 802.1P DSCP e WLy et
CoStfife4gE
#fi5e49R0  BABIN
EER B2
fise®2 B3
AR B
fiscRe  BABIS
AR BAFU6
Ee®e BT

hFek?  pAEIS

S

AR BiEA

fLoEék 0 Priority E&J9 0 B9 VLAN 3RS RZEIBAT
REgk 1 Priority FE&J9 1 B9 VLAN RS RZBIPA T,
Rk 2 Priority FE&J9 2 B9 VLAN RS RZB9PA T,
flLoeék 3 Priority ZE&J9 3 B9 VLAN 3R RZEIBAT
L5k 4 Priority FE&J9 4 B9 VLAN 3R RZEIBAF
Lok 5 Priority FE&J9 5 B9 VLAN RS RZB9BA T,
Lok 6 Priority FE& 9 6 B9 VLAN RS RZB9BA T,
sk 7 Priority FE&J9 7 B9 VLAN 3R RZEIBAF

90



BHRhRZ<: V1.0

6.5 DSCP
% QoS %#&) > [DSCP) TET, AILUEE DSCP (iR SUFINMET AR,

QoSHEE 802.1P DSCP wOMSER

osce @D
DSCP &ORFI DSCP ROBAZY DSCP fmle] DSCP WO
0 BN 16 B3 v 32 Bz v 48 BzI7 v
1 71 17 73 v 33 Wils v 49 7 v
2 BN 18 B3 v 34 Bz v 50 BzI7 v
3 71 19 73 v 35 Wils v 51 7 v
4 BN 20 B3 v 36 Bz v 52 BzI7 v
5 BAZI1 21 BAFI3 v 37 B35 v 53 BAZI7 v
6 BAZIN 22 B3 v 38 BZI3 v 54 BAZI7 v
7 BAZI1 23 BAFI3 v 39 B35 v 55 AZI7 v
8 BAZI2 24 BAzI4 v 40 Bzle v 56 FAzls v
9 BAZI2 25 Wzl v 41 m3le v 57 FAZl8 v
10 BAZI2 26 BAFI4 v 42 Bzle v 58 FAzI8 v
11 U312 27 g4 v 43 Wil v 59 U] v
12 BAZI2 28 BAFI4 v 44 Bzle v 60 FAzI8 v
13 U312 29 g4 v 45 Wil v 61 U] v
14 BAZI2 30 w74 v 46 BFl6 v 62 BAzl8 v
15 BzI2 31 W74 v 47 mzle v 63 ) v

S8R
PRI 58
DSCP RE 1P &1 DS U REMIMN LR, LAHKLKTIM 0 F) 63,

U m ] ¥ DSCP LR3I N PAT.

91



BHRhRZ<: V1.0

6.6 w5k

£ TQoS FEr& | > NEOMEL) TIEmT, &0 UE SN IR O AEER RZiROMN
Cos (Class of Service, IRSZHFHR) MR

QoSIEE 802.1P DSCP RO AR

w0 Cosfftfc& (EfEEst ME

1 0 EZHE

[

il
i
[%

IIF
t
Ry

B
i

t
R

i
i
Ry

I
i
Y

4
IIF
t

Ry

8 =HE z
EE 2
1 = z
SR EA
FREAI BiBe
1| HO%wS

YIEEIR AT Cos fLik. HRIMAURWEIRVIRX AT A EERIHMN RO NIEFEER

Cos L5tk
os 89, MIKER Cos (hIERIHEETIAN
B IR S S
- IS BOEREIFTE R SCERRIEE O Cos (AR HTIAR.
- 802.1P {5fF: mHMOIEUREI VLAN RCEY, BiZiRSCIRME 802.1P FREZE FIMRST X &
EERR TR SRS ARSIE, ZIRSTRER Cos (AR IIRT FI% R i1 T)

Ao

~ DSCP {5fF: WmHZWKE IP RXEY, REHmKIRIR DSCP FRECE RIS N X R H1T
YARA; ImCIRWEIEAIRSCEY, RIZIRSZIR Cos LRI R X R#HTTIIRA.

92



BHRhRZ<: V1.0

7 NELE

7.1 ACL

7.1.1 R

ACL (Access Control List, J5RiZHIFIR) BIEIT ACE XTHR SCHY T E R NI F0 b FR s (e SR SC IR S0
TERIINEE, HATHMAHMEm QW RIRGE, BRESFIRO LN BRY ACL NN IR X F ER#H#1T 2
#r, MIRAHRENIRXZE, RIEFITIZEVREE A IFH R BN IRSGET

#d ACL IhEE, BTLIBERMIBALLIEER P X MEHIEE, REMEREeM,
A ATHA SZ AT MAC #ER] 1P sthit A ICECA I AY ACL.

- MACACL: HREZFEE#IENIRYIR MAC #tiitA0 B /9 MAC stk FLESE ST,
- IPACL: RIE=FEHEE IP krVJR IP it F B BY IP Hint LEC RN,

— ™ ACL ID BJLAECE %% ACL ILECALN, #R>CFEILEC ACL MBS, ZRFEMMIBIM LR, Mz
AR, —BEE—FAMNRKELER, MZRkXFBLEEMIN,

712 ifEMS

HT MAC stk g e R

p £ £S5
Wio
1 MAC ACL AL E IRIE — B EIENIRBYIRA B 9 MAC HETTERRYT 8RN, — ACL ID A 1L

BB %% MAC ACL #MI,

93



BHRhRZ<: V1.0

TR #5

55358

2 A ACL

Whio
REF MAC ACL MR BRI BYR O /S, MNA £

EF 1P Hiht a9 R

TR 5

£33

EERIE= EHEEREMNB N 1P Mt ITERAEERIN, — ACL ID 7] LLEZ
BE%% IP ACL F0l,

2 A3 ACL

Whio
[EF 1P ACL AL A B A BN RS, AT SER.

7.1.3 MAC ACL

£ TR e) > TACL) > TMACACL) TiEY, ErRILEEMEE MAC ACL F,

MAC ACL IP ACL

ACLID

MAC ACLHITI

{f5R VLAN ID

SR
PRI

ACL ID

R4k

VLAN ID

A ACL 2
»
JEMAC BRIMAC s EfE B
B

MAC ACL MK ACL ID, EZE MAC ACL NIz &, ZEHEAEE ACL ID,

LEF BN IR, B, LEfES.
WX MRS MNFBE, XL LEERELEEEIMN.

IRCFRTEM VLAN,
AEENMFRTFAE VLAN BIRSC,

94



PRI

JB MAC

B MAC

9% ESid

shfF

7.1.41P ACL

AFhRES

5B
RSCHIE MAC Hbtik,

- {£E MAC: FRTFTE MAC ik,

- BT MAC: SHEiBHAFER, RnEMIERN MAC #iliks MAC #I3IEER,
R B R MAC H#uitt,

- {£E MAC: FRTFTE MAC ik,

- 1BE MAC: SBBASER, FRnEMIEHN MAC #iliks MAC tER,
ZBEUEMmA IR ST,

FERENFRRESREE,

A LEEARNERAIES K, AREANAF BMHE%) L BIEF)

T TWEZ 21 > TACL1 > TIPACLI TiEY, EAIUESEMEE IPACL M,

MAC ACL

ACLID

IP ACLETIY

R%®

SR A
PR

ACL ID

LIk

X

B IP

RIF ACL

iRIP ER/9IP E e =[] EME #E

15tBH
IP ACL #{MBY ACL ID, BZE IP ACL Mz &1, FEELFUIAEIE ACL ID,

tFERAMNNMREE, B, KA.
XML FR RSN FAES, HICE EEABLEEmaIMN,

=5 IP LAY ERIFEL, 0 IP. ICMP %, S u]FRmA NS,

AR 1P ik,
- fEEIP: RRFTE IP Hbht,
- IR IP. SEEASHER, RREMIENMKtIL,

95

V1.0



BHRhRZ<: V1.0

PRI BieA

B A ERY 1P sk,
By 1P - fEEIP: XRFRA IP ik,
- IEREIP SEREASER, RREMMIENMSIL,

R WIYEEE )9 TCP 8¢ UDP BY, IERAECE MRRO S,
SL:syim| WIYEEE )9 TCP 8¢ UDP BY, IEAAECE MY BMIRAS,
ik T EEAMNHRXAES X, AREANRT (BIHR) HFLE BIEF)

7.1.5 A ACL

SBR ACL NARIMHENNROE, EEMNASER.

£ TM&%2) > TACLY > T2 ACL) TIEY, ErILUSEEFR ACL MAEIMEMNAYHE L.

MAC ACL IP ACL RiF ACL _
iz m| ACLID iLiEAE 12
SR
Ly BLEA
Rz AimA ACL EXHIEH OIS,
ACL ID ZImAEREY ACL FL,
HIEA A IR IE A M. AN Y 7T R RN B IS,

96



BHRhRZ<: V1.0

1.1.2 ACL EiE &

ZH P 5 3R

RABBERRWER SR TNAFAIRI AT ARS8, B1ETHREERM,

AFRit
{EFAZHAAEY IP ACL THEESEIL iR EK, WTFE, RigizXM5a THEMY IP it/ 10.16.16.250,
AEINERIRSS 2589 IP #13E9 10.16.16.125,

BEW

P ERAR 35 25

10.16.16.125

%01
y S

FKMWERE T

10.16.16.250

ETR

—. 40 1P ACL
1. #NEEWHE.

NN, Web BIETUE, =i TWKEZ2) > TACL) > TIPACL) »



AEARAS: V1.0
2. 700 ACL,
SN, 70— ACL, S1ACLID /3 “100” B9 ACL.

MAC ACL IP ACL F7E8 ACL

ACLID | 100 v + swmACL SEACL | | BERERACL

3. Fp0IP ACL #mi,

AEEEEEUN, RN IP ACL AN, REEFESNT:

F ACLID {4k Y BIP __
- BEy 1P hITEIE
=

10.16.16.250/32 10.16.16.125/32
1 100 1 P 2

(RIMGER R TEAAY 1P Hitit) (REIRERARS5 24V IP Hhiik)

10.16.16.250/32
(RUGER R TEARY 1P k)

NS, WTEFAR.

1P ACLHIA + R

5l {50 EIP BralP | BeEr e B
1 P 10.16.16.250 10.16.16.125 = = FoNF Z W
2 P 10.16.16.250 F= = == =1 £ W
—. BAACL

1. HANEEETE.
BN, Web BIETIHE, =i TMELRL) > TACLYI > TR ACLY -
2. KA ACL,

s, HRII—%MNE ACL, EEEREMT:

4BE ACL ACL ID HEAE 7 FH i O
IP ACL 100 AT a1

98



FERhRZAS: V1.0
AMMIE, BRI,

MAC ACL IP ACL HiF ACL
—+ &
REFE0 ACLID S 1RIE
2 100 - 2 @
=. RFECE
ATEENEA AN T

SRR

DN d =

MU ERER, RWERZE T REEHEABRERSEE,

TR BB,

99



BHRhRZ<: V1.0

7.2 MAC T3E

AN SZHF MAC TISTHRE, AT LARY # NS AR O RV EEE B28YTR MAC HIEA B BY MAC #hib#eT
WE, MREIEEIR MAC Hitiksi B Y MAC #ititE MAC i8R PETE, WREFZHIES,
83 MAC 38T, FILARAIEIRZR P X MEIEE, REMEReM,

£ TME%2) > TMAC IR TUEF, ERILECE MAC RN,

MACH &

-+ &b
MACHiht VLAN =E
d838-0d30-95e6
S8R
PRI 15tEH
MAC Hhit EEER MAC HitlE, HEEEEMIR MAC #ilitsk B MAC it 53z MAC #iitABEAY,
NEFZHIEE.
VLAN MAC LRI & 38T VLAN,

100



BHRhRZ<: V1.0

7.3 802.1X

7.3.1 R

802.1X 2 |[EEE 1R HHE Fim OBIMLNEFIN, BFXBEMAPH#HITIMEESH, LIEEME
Zet, HIMERFGHINERF iR, MBI EIRAIAERS 28 =20 948

- ANERPIG: AERIMEERNBFKE, AEEMPAIAERSS(IXNEHITEEERE, %
AP ARNALE T 21 802.1X INEME P ik,

- ANE&&ER. AANEREFPIRREEZANBEMNZEONLS, UPAEREFPIHENIAERS S22
i8], FREIAERSZSRIREINERRRBITRES AVPIMER P IHZENDEWMN.

- JAERRS . BT WHAERFImH{TE AR, BE A RADIUS (Remote Authentication
Dial-in User Service, ZE2IAIERS AFRSS) ARSS28. IAERSBIRIBIAILIREIHRIEFK
MNEFIRIAEE R REIEFE PR EEY, HFREGIEERBMNAINEIRER, RINOSER
RERE RFINER P ifEN.

AZRNIEINERZETRETINELER, RHEAP KEARSINERSS[/HTRE, KIRNEEK
ENER P IREY EAP RS, %%ﬁﬁi$m§F HIAIES SRR RADIUS IR, B
RADIUS kX3 R 4GINERSS 28, EHZIVINERAETEEW T,

INERE P INIER & INIERRSS 28

Qﬁ EAP RADIUS i

AN RIAZFHETiIRORNENAEAR. MRIKEOTE—AFAINERNRD), WisAZAEBRES, H
RSN ONARERIMERN ] SENERR, H%AFR TEE, BOTRIERTCRE, Lhis
O THFRE R SHIELIE R M 5 R

101



BHRhRZ<: V1.0

732 2RFhsa

£ TME%R2) > 1802.1X) > M2F/IRE) WEYT, ERIMUEE 802.1X INERSFAXSH.

802 1XIAE ()

MRS ERIPHELL

ENHEE =
S
FREI BiEA

INIEARSS 28 P Hutit RADIUS AIERRS3 2869 IP ik, TES AR EHATE,

RN ZEA INERBURXNHZEEH, EFESIMERSSEMIRENER—H.

102



BHRhRZ<: V1.0

7.3.3 igMgE

£ TR Ee) > 1802.1X1 > NRMOIRE) AT, G0 UEERBIZIRON 802.1X INEHEXS
o

so2.1xiE @D g

2RIRE RORE

®'E
#O OIS THAERRS OEAE EIAEBEE EREEEEE BATAERY 1BE
1 e e =07 30 2 Y
2 ESEi) JEEY *H 3600 30 2 Z
3 X5 IEER X7 3600 30 2 Z
4 e ElZE =) 6 0 2 2
5 £S5 1z Fi 5 0 2 z
> eS| €= ESEi 3600 0 2 P
7 ESE FEW =07 5 0 2 7
8 e 1z Fi 2 0 2 Pd
e e B35 3600 0 2 2
1 =17 B 7 2 0 2 z
SR
AR BiEA
U AR ORS -
ZimAX AP B MSHEEI A
- Bnh: WOFE 802.1X INE, FIARERHIEFRIRE, BRREHENER R,
MRBAINBRTY, HmOTARRS, MAFAFPIBRRNEER.
i O EHI A =

- REERN OB TRIRS, AWHERREIAERNEIAEAENE R R,
- GRAIIERA mOBALTIRARS, FATAFPILRMERR,
- XH ZRIGOFRFE 802.1X IAIE, WA IARIMESE R,
s O BYIAIEARS .
I FIAIERES - B AR ERMERR,
IR AAFABFILRIMERR,

FREIRARHO 802.1X BIAIEEE. FRE, =AM RO EELAEEF

OEIAE
M WEREINEER, WENGEE P SRR, BENIES RS,

103



BHRhRZ<: V1.0

PRI BieA

EHERNEE P 4 B S R aiake,

BINEEET AT 18] B OFFBEIAIIIAES, S LA E) R AR O EAINER S i & RS
Ko
& PRI R & SIS R AT BT ia],

& P8 AT BT 8] LN EIAER P IR EEINEERIBRXE, NREIHNER, THEIEERIALER
PEEHINAR, RIS B R EZIRT

FRIRINERAREINERE. NRINERFPHENEINERBCRBBERAEINERE, N
INIER P IR AR E T 4.

RAEINERE y
| | =
FRIRINEBRBRITERAEINERMHRE, BIEFRAEEREIRAEINER
Y, ZEFIREERERRT %,

104



BHRhRZ<: V1.0

7.4 WEBATH

7.4.1 R

IR =T B51E . B5 ARP . B DoS Wik, [ MAC it &,

B ARP K

i ARP PRIEIG E KBS LB AER ARP IR A FEIHA, SHATHA| CPU BT E,
MMERECTEET A EBETEEIRERE,

WNRZINA ARP IR SIRBGERFRE L T IMIRENRE, KIVIERENEFTZS ARP IR,
1R ARP R SCIZWGER R I E N FRETEER.

B5 DoS B

[ DoS W Thaee] AR LEI & Fl R T PR AR S A2 S fF da i il 2~ & BYSRINER G,
REXREBERGIRX S| XRARERDIERERAZTR, EEVNLTHERSEETLN,.

B3 MAC 3thit T

B5 MAC HIiETR F ThAE@ T FREIASIRHLIE Y MAC HIUEF 5], SRR LERIRAE R it S i
MR RETLMAVIRSCRE MAC ik, 51§ MAC IltR A RS FRA, SHEHELMLESET
BEo

105



BHRhRZ<: V1.0

7.4.2 B5 ARP Bik

£ TR e) > TRE/EL > TP ARP X TTEH, ErIUECEIRIAIY ARP EHThEEEX

2
BADOSTE BMACHEN TR

FSARPH
PRs

300

ARPEES

S
BieA
REMAAE RO SRS A ARP IRX . —H#R, INRTEHKEIESILE
BI{ERY ARP #RX, MPANIEREI ARP K. LRGN EF S ARP IR,

FREI
AR ARP $ROCERBR R ILRETER, KEMER ARP ZHKE,

ARP ESUR=

106



BHRhRZ<: V1.0

7.4.3 B DoS Kk

DoS (Denial of Service) , BIfE4ERRSS, [ DoS WiEIhREA FRALEEE TN @ L KX AENRSIE
K, BEEHERSRER, SHEECINTEEEFERRKRRSNET.

£ TME%R2) > TRERHE > TP DOS Wi DA, &R EEIENBIF DoS W&,

EHARPIE FiDoSH FEMACHENET &

ARPIESISender MACHIL2 MACHF—FEEMI
TCPIESChRIEaE T

TCPHRCRraflags2 A0kl

TCPIESZ FIN, URG, PSH flagsERT 169850
TCPIESZ SYM . FIN flagsEET 145

TCPIEST SYN ,  RST flagsElET 1345
TCPFIUDPIE RS S Ba%iR 1 S/00820
TCP SYN fErr8E &datateill

ICMPIESZ R+

SR
AR B

ARP &3 Sender_ MAC #

. WG, HHARE A Sender MAC # L2 MAC A—EH ARP R,
L2_MAC A—Z&

TCP iRSCAERER RN Wikfs, AR AABRBI FE TCP R

TCP IR FRE flags £8 0

- ke, N EAFRIBREAER 0 B TCP 3

TCP #RX FIN, URG, PSH

BhklE, THENAREXL FING URG. PSH fREMIFERA 1 89 TCP #R32,
flags IR 1 B0l TR

TCP 83X SYN, FIN, flags

1 aa DS, HHARER SYN. FIN FREAIFEEA 1 6 TCP X,
EBT g 1 1

107



PRI

TCP #R3X SYN, RST flags
FR7 1 e

TCP #1 UDP R3GEHROS 3¢
BiiHEOS 7 0 #ill

TCP SYN iEX 8% data 1&
Al

ICMP &3 53 F a3

TR hRAS

BieA

BkGE, THEHAREL SYN. RSTiREAIFEN I 1 B9 TCP R,

&
=
o

TN AZ R BEmOSHEMNIHOS A 0 B TCP # UDP R

&
=
o

RN A & B S EIER TCP SYN R,

WiER, N ANF5 A8 ICMP 1]k,

108

V1.0



BHRhRZ<: V1.0

7.4.4 By MAC it Bk

£ TR e) > TIREREL > TH MAC #iitid ) WEF, G UEERENEO R AR
BRI

FRARPIZ T FRDOSHGE BMACHE R

(i {m] FHMACEF e
1 EGi] Z
2 Bz 2
3 Bz 2
4 A 2
5 *iF 2
=i Vzd
7 ESEil 2
8 *i7] Z
2858
FRERIR 15BH
b BWOHS,
FEH MAC EF FEE, ZmORBHIT MAC #ilitE S, EFWEIRFEBIR.

109



BHRhRZ<: V1.0

SIEHELE

8.1 HRE®

B ARERENAF D EAFRIGERR, 7 LIRSS B ECE W E B X,
AN S =MEEMA R
= EHER

BREER, BERE—, HRARAACE, SJUUHITARIEINENERE. BUABFR5EREY

73 “admin”,
= BFAER

EIBIRIERF, AILS#TRERGASR. MEHIRE. EEAF UIMIFEERE,
= EEHER

EEEEAF, REHTIBRIEESH,

£ Ne&EE) > THFREE) Ed, SaUUEERINAER. &%%E8 MR .

mrEE Ty
A BrxE 2R e

SR

PRI BieA

BF BR&.

RFEE BRRKAER, ZRNZHEER. BEAPTSERFR =M,

110



BHRhRZ<: V1.0

PRI BieA

Web R EIBIATE, EZHESEERN, MRABFAKRBTE Web MEHITEMRIE, RA

e
; BEEHER,

111



BHRhRZ<: V1.0

8.2 SNMP

8.2.1 Bk

SNMP (Simple Network Management Protocol) , BIf& M EE NN, Bid SNMP, —MNEET
{EuEA] LURIE B IEFTA ST REX M I MR ILE, BIEEMNMESIRES. BENKIREEHE. HIRMLSE
BEHESE
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- Geti2fE: SNMP BIEEEHZI2EEH SNMP REMN— N HZ M TRIE,
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8.6 RMON

8.6.1 Bk
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iAiEEE5IR (Access Control List)

HiHE#AR I (Address Resolution Protocol)

Wi EIEE T (Bridge Protocol Data Unit)

AR55%E4% (Class of Service)

NHEMAEBLERM (Common and Internal Spanning Tree)
EAENEEMY (Dynamic Host Configuration Protocol)
HZ2 A4 (Domain Name System)

BE48ARSS (Denial of Service)

EZPIRS4mIBA (Differentiated Services Codepoint)
B{34FAS1 (Identity Document)

REM TF2ESS4E (Internet Engineering Task Force)
WEEFAEIENIN (Internet Group Management Protocol)
MIFRIMY (Internet Protocol)

REZBLERH (Internal Spanning Tree)

FERE AMhiY (Link Layer Discovery Protocol)

BFEAXKXIELAMNERE LMY (Link Layer Discovery Protocol-Media
Endpoint Discovery)

HREATHINEIESR T (Link Layer Discovery Protocol Data Unit)

IREIENIES] (Medium Access Control)
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EBIE{EEE (Management Information Base)
Z4ER (Multiple Spanning Tree)

ZE RS (Multiple Spanning Tree Instance)
ZERMIMNY (Multiple Spanning Tree Protocol)
SFRIFIRFT (Object Identifier)

%% (Powered Device)

U O R E I MIARIR S (Port-base VLAN ID)
LUKMIES (Power over Ethernet)

QoS IR HE (Quality of Service)

FEMLEI5TE (Remote Monitoring)
IRIRLEF Y (Rapid Spanning Tree Protocol)
B AL BN (Simple Network Management Protocol)
A RMY  (Spanning Tree Protocol)

B E5I4S (Synchronize Sequence Numbers)
R ITEIER (Tag Control Information)
EINEMIEH (Topology Change Notification)
EEEIHY  (Transmission Control Protocol)
HAYKENE (Type/Length/Value)

ARSZ 2R (Type of Service)

MR (Tag Protocol Identifier)

4 7ZA%[8) (Time to Live)

B IR (User Datagram Protocol)

BT 1P WiBS L4 (Voice over Internet Protocol)

EIVEIEM (Virtual Local Area Network)
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