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A 

 
B C 
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A A B IGMP A C

 

 

◼  

IGMP A1

B1  

◼  

IGMP

A2 A4 B2  

◼  

IGMP A IGMP

 

IGMP A B

A1 B1  

−  

− 

 

◼  

IGMPv2 IGMPv3 IGMP

A B IGMP

 

 

A 

A 

A 
 B 

C 
 

B 

D 

A1 

A2 

A3 

A4 B1 

B2 

B3 
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− 

 

− 

IGMP  

− 

IGMP  

4.6.2  

> IGMP > IGMP  
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IGMP  IGMP  

VLAN ID IGMP VLAN  

VLAN VLAN IGMP  

VLAN  

VLAN  

VLAN VLAN

VLAN

 

 

IGMP IGMP  

− v1 IGMPv1  

− v2 IGMPv1 IGMPv2  

− v3 IGMPv1 IGMPv2 IGMPv3  

 
IGMP

 

 IGMP  

 

IGMP

IGMP

 

 
IGMP

 

 
VLAN
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4.6.3  

> IGMP >  

 

 

  

  

 

IGMP

IGMP
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4.7 MAC  

4.7.1 MAC  

MAC MAC VLAN ID

MAC  

− MAC MAC

 

− MAC 1 MAC

MAC

 

> MAC > MAC MAC  

 

 

  

MAC  

MAC  

MAC

MAC  

MAC  MAC XXXX-XXXX-XXXX  
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MAC  

− MAC  

− MAC  

VLAN MAC VLAN  

 MAC  

4.7.2 MAC  

> MAC > MAC MAC

MAC MAC  

 

 

  

VLAN ID MAC VLAN  

MAC  MAC XXXX-XXXX-XXXX  

 MAC  
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5  

5.1  

5.1.1  

 

提示
 

 

5.1.2  

>  
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 IP  

1.1.1   

 

 

 

 

− VLAN VLAN IP VLAN

 

−  

− IP IP

 

− IP DNS DHCP

IP IP  

− IP 192.168.10.2 

− 255.255.255.0 

− 192.168.10.1 
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1 VLAN 

A B C VLAN VLAN  

  VLAN IP  

A 

1 10 192.168.10.1/24 

2 20 192.168.20.1/24 

B 

2 20 192.168.20.2/24 

3 30 192.168.30.1/24 

C 

3 30 192.168.30.2/24 

4 40 192.168.40.1/24 

A B C A  

1. VLAN  

(1) A Web > VLAN > 802.1Q VLAN  

(2)  +  2 VLAN  
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2.  

(1) A Web > VLAN >  

(2) 1   PVID 10  

(3) 2   PVID 20  

 

2  

A B C  

    

A 192.168.40.0 255.255.255.0 192.168.20.2 

B 

192.168.40.0 255.255.255.0 192.168.30.2 

192.168.10.0 255.255.255.0 192.168.20.1 

C 192.168.10.0 255.255.255.0 192.168.30.1 

A B C A  

1. A Web >  

2.  +  1  
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3 IP  

1. A Web > DHCP  

2. DHCP VLAN10 DHCP  

3.  +  1 DHCP  

 

4  

 

IP  

IP  

 IP    

 192.168.40.2 255.255.255.0 192.168.40.1 

---  
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5.2 ARP 

IP

MAC  

ARP Address Resolution Protocol IP MAC

ARP MAC IP

ARP  

(1) ARP IP MAC

ARP IP MAC

IP  

(2) ARP

MAC  

(3) ARP IP MAC ARP

 

> ARP ARP  

 

 

  

ARP  
ARP ARP ARP

ARP  

IP  IP  

MAC  IP MAC  

VLAN ID ARP vlan  
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− ARP ARP ARP

 

− ARP ARP  

 ARP  
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5.3 DHCP  

5.3.1  

IP IP

DHCP Dynamic Host Configuration Protocol IP

 

注意 

DHCP Option 82  

IP  

DHCP IP  

− DHCP IP

 

− IP DHCP

IP IP IP
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5.3.2 DHCP  

> DHCP > DHCP DHCP  

 

 

  

DHCP  DHCP  

 

  

 IP  

  

  

 

IP IP  

− IP

 

− IP

IP IP

 

1  

DNS DNS  

IP  IP  
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DHCP 

VLAN  VLAN  

 VLAN IP  

 VLAN  

DHCP  VLAN DHCP  

5.3.3  

> DHCP >

 

 

 

  

 
 

IP DHCP IP  

MAC MAC  
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5.3.4  

> DHCP > IP

 

− IP  

−   IP DHCP

IP  

 

 

  

  

IP DHCP IP  

MAC MAC  

  

 

DHCP IP  

− DHCP IP IP  

− DHCP IP  
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6 QoS  

6.1  

IP Best-Effort

IP www FTP E-mail

QoS Quality 

of Service  

 

 

8
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◼  

 

 

8 7 1

E-mail

 

 

◼  

 

◼  

8

100Mbps 25 20 15 15 10 5 5 5

5Mbps

 

8 

7 

6 

1 

8  
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802.1P DSCP  

◼ 802.1P  

802.1P

QoS 802.1Q 802.1P 4

802.1Q 2 TPID Tag Protocol Identifier

0x8100 2 TCI Tag Control Information  

 

802.1Q TCI Priority 802.1P 3 bit

0 7  

 

8 

7 

6 

1 
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802.1P  

802.1P    

0 1 best-effort 

1 2 background 

2 3 spare 

3 4 excellent-effort 

4 5 controlled-load 

5 6 video 

6 7 voice 

7 8 network-management 

◼ DSCP  

RFC2474 IP ToS Type of Service DS

Differentiated Services DSCP Differentiated Services Codepoint

6 bit 0 5bit 0 63 2

bit 6 7bit  

 

DSCP  

DSCP  DSCP   

46 101110 ef 

10 001010 af11 

12 001100 af12 

14 001110 af13 

18 010010 af21 

20 010100 af22 

22 010110 af23 
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DSCP  DSCP   

26 011010 af31 

28 011100 af32 

30 011110 af33 

34 100010 af41 

36 100100 af42 

38 100110 af43 

8 001000 cs1 

16 010000 cs2 

24 011000 cs3 

32 100000 cs4 

40 101000 cs5 

48 110000 cs6 

56 111000 cs7 

0 000000 be default  

DSCP  

DSCP   

0 7 1 

8 15 2 

16 23 3 

24 31 4 

32 39 5 

40 47 6 

48 55 7 

56 63 8 
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◼  

Cos

 

− 802.1P

802.1Q  

− 802.1P DSCP  

Cos  

Cos   

0 1 

1 2 

2 3 

3 4 

4 5 

5 6 

6 7 

7 8 
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6.2  

802.1P  

   

1 QoS  

 

 

2 802.1P 

 

802.1P  

3  

 

802.1P Cos  

DSCP  

   

1 QoS  

 

 

2 DSCP 

 

DSCP  

3  

 

DSCP Cos  
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6.3 QoS  

QoS > QoS QoS  

 

 

  

QoS  

 

− 

 

− 8  

− 

 

  

 

 

提示
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6.4 802.1P 

QoS > 802.1P 802.1P  

 

 

  

0 Priority 0 VLAN  

1 Priority 1 VLAN  

2 Priority 2 VLAN  

3 Priority 3 VLAN  

4 Priority 4 VLAN  

5 Priority 5 VLAN  

6 Priority 6 VLAN  

7 Priority 7 VLAN  
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6.5 DSCP 

QoS > DSCP DSCP  

 

 

  

DSCP IP DS 0 63  

 DSCP  
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6.6  

QoS >

Cos Class of Service  

 

 

  

  

Cos  
Cos

Cos  

 

 

− Cos  

− 802.1P VLAN 802.1P

Cos

 

− DSCP IP DSCP

Cos  
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7  

7.1 ACL 

7.1.1  

ACL Access Control List

ACL

 

ACL  

MAC IP ACL  

− MAC ACL MAC MAC  

− IP ACL IP IP IP  

ACL ID ACL ACL

 

7.1.2  

MAC  

   

1 MAC ACL 

 

MAC ACL ID

MAC ACL  
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2 ACL 

 

MAC ACL  

IP  

   

1 IP ACL 

 

IP ACL ID

IP ACL  

2 ACL 

 

IP ACL  

7.1.3 MAC ACL 

> ACL > MAC ACL MAC ACL  

 

 

  

ACL ID MAC ACL ACL ID MAC ACL ACL ID  

 

 

 

VLAN ID 

VLAN  

VLAN  
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MAC 

MAC  

− MAC MAC  

− MAC MAC MAC  

MAC 

MAC  

− MAC MAC  

− MAC MAC MAC  

 

 

 

  

7.1.4 IP ACL 

> ACL > IP ACL IP ACL  

 

 

  

ACL ID IP ACL ACL ID IP ACL ACL ID  

 

 

 

 IP IP ICMP  

IP 

IP  

− IP IP  

− IP  
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IP 

IP  

− IP IP  

− IP  

 TCP UDP  

 TCP UDP  

  

7.1.5 ACL 

ACL  

> ACL > ACL ACL  

 

 

  

 ACL  

ACL ID ACL  
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1.1.2  ACL  

 

 

 

IP ACL IP 10.16.16.250

IP 10.16.16.125  

 

 

IP ACL  

1.  

Web > ACL > IP ACL  
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2. ACL  

 + ACL ACL ACL ID 100 ACL  

 

3. IP ACL  

 +  IP ACL  

 

ACL ID   IP 
IP  

1 100 1 IP 

10.16.16.250/32 

IP  

10.16.16.125/32 

IP  
 

2 100 2 IP 

10.16.16.250/32 

IP  
IP  

 

 

ACL 

1.  

Web > ACL > ACL  

2. ACL  

 +  ACL  

ACL ACL ID   

IP ACL 100  1 
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---  
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7.2 MAC  

MAC MAC MAC

MAC MAC MAC  

MAC  

> MAC MAC  

 

 

  

MAC  
MAC MAC MAC MAC

 

VLAN MAC VLAN  
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7.3 802.1X 

7.3.1  

802.1X IEEE

 

− 

802.1X  

− 

 

− RADIUS Remote Authentication 

Dial-in User Service

 

EAP

EAP RADIUS

RADIUS  

 

 

   

EAP RADIUS 
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7.3.2  

> 802.1X > 802.1X  

 

 

  

IP  RADIUS IP  

 /  
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7.3.3  

> 802.1X > 802.1X

 

 

 

  

  

 

 

− 802.1X

 

−  

−  

− 802.1X  

 

 

−  

−  

 
/ 802.1X
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注意 
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7.4  

7.4.1  

ARP DoS MAC  

◼ ARP  

ARP ARP CPU

 

ARP ARP

ARP  

◼ DoS  

DoS

 

◼ MAC  

MAC MAC

MAC MAC
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7.4.2 ARP  

> > ARP ARP

 

 

 

  

ARP  

ARP

ARP ARP ARP

ARP ARP  
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7.4.3 DoS  

DoS Denial of Service DoS

 

> > DOS DoS  

 

 

  

ARP Sender_MAC

L2_MAC  
Sender_MAC L2_MAC ARP  

TCP  TCP  

TCP flags 0

 
0 TCP  

TCP FIN URG PSH 

flags 1  
FIN URG PSH 1 TCP  

TCP SYN FIN flags

1  
SYN FIN 1 TCP  
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TCP SYN RST flags

1  
SYN RST 1 TCP  

TCP UDP

0  
0 TCP UDP  

TCP SYN data

 
TCP SYN  

ICMP  ICMP  
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7.4.4 MAC  

> > MAC

 

 

 

  

  

MAC  MAC  
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8  

8.1  

 

 

◼  

admin  

◼  

 

◼  

 

> 8  
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Web Web
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8.2 SNMP 

8.2.1  

SNMP Simple Network Management Protocol SNMP

 

SNMP  

SNMP  

SNMP SNMP (SNMP Manager) SNMP (SNMP Agent) MIB

Management Information Base  

− SNMP SNMP

SNMP NMS Network Management System

 

− SNMP

SNMP  

− MIB NMS

CPU MIB

SNMP

MIB SNMP MIB /  

SNMP SNMP SNMP SNMP SNMP

 

SNMP  

SNMP SNMP SNMP  

− Get SNMP SNMP  

− Set SNMP MIB  

− Trap SNMP SNMP  
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SNMP  

SNMPv1 SNMPv2c SNMPv3  

− SNMPv3  

− SNMPv1 SNMPv2c Community Name SNMP

SNMP SNMP SNMP

SNMP SNMP

SNMP  

MIB  

MIB

OID Object Identifier MIB A

OID 1.3.6.1.2.1.1 B OID 1.3.6.1.2.1.2  

 

 

MIB MIB OID Object Identifier

include/exclude

OID SNMP  
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SNMP SNMP / /

 

 

SNMP SNMP / SNMP

 

 

SNMPv1 SNMPv2c SNMP

 

8.2.2  

◼ SNMPv3  

   

1  

 

SNMP  

2  

 

Default  

3  

 

SNMP

 

4  

 

SNMP /

 

5  

 

v3  
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◼ SNMPv1 SNMPv2c  

   

1  

 

SNMP  

2  

 

Default  

3  

 

SNMP  

5  

 

v1 v2c  

8.2.3  

> SNMP > SNMP  

 

 

  

SNMP  / SNMP  
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 SNMP  

 SNMP  

ID 
ID SNMP ID SNMP

 

8.2.4  

> SNMP > SNMP  

 

 

  

 

  

  

MIB  MIB  

 

  

  

 

 

MIB  

 

 



V1.0 

117 

  

 

  

  

  

 

MD5  

 

 

 

 

 

AES DES  

  

 

 

  

 

  

 

OID  

− include OID SNMP  

− exclude OID SNMP  

MIB OID OID  
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8.2.5  

SNMP

SNMP  

> SNMP > SNMP  

 

 

  

trap / Trap  

IP 
Trap IP IP IP

 

 
v3 v1 v2c  

UDP  Trap UDP  

 Trap v1 v2c v3 SNMP  

 
v3 Trap
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8.3  

 

 

 

>   

 

 

 

 

>  
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8.4  

8.4.1  

 

2000

 

 

   

Emergency 1  

Alert 2  

Critical 3  

Error 4   

Warning 5   

info 6   

debug 7   

> >  
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8.4.2  

> >

 

 

 

  

 /  

  

IP  IP  
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8.5  

PoE

 

>  

 

 

  

ID  

  

  

  

注意 

− 2 3

2019-11-13 00:00~2019-12-13 23:59 08:00-

20:00 2019-11-13~2019-12-13 8 8  

−  

− 24  
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8.6 RMON 

8.6.1  

RMON Remote Monitoring SNMP IETF Internet Engineering 

Task Force SNMP

RMON

RMON MIB

RMON SNMP

 

RMON  

RMON RMON  

RMON RMON MIB RMON RMON

SNMP RMON  

RMON  

RMONv1 RMONv1 RMON MIB

 

◼  

 

\

 

◼  

 

\ \
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◼  

RMON

 

◼  

Log Trap  

8.6.2  

> RMON > RMON  
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8.6.3  

> RMON > RMON  
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8.6.4  

> RMON > RMON  

 

 

  

  

( )  

  

  

 

 

− 

 

− 

 

  

 

/  

 

 

/  
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8.6.5  

> RMON > RMON  

 

 

  

  

  

 

 

− Log RMON 

MIB SNMP Get  

− Trap Trap  

 
 

  

  



V1.0 

128 

8.6.6  

> RMON > RMON  
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9  

 

LLDP UPnP

ARP AP

 

9.1  

>  
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ge5 5  

  

IP  

  

/  

 

−  

−  

注意 

− 

 

−  

  10  

  

 

png  

1000  

   

 
 

 
30  

 
/  
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Web  
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9.2  

>  

 

 

  

 

 

提示
 

 

 

 

提示
 

 

 
 

  

MAC  MAC  

IP  IP  
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10 PoE  

10.1  

PoE Power over Ethernet PD

Powered Device IP AP  

PoE  

−  

− PD PoE  

− IEEE 802.3af IEEE 802.3at  

− IP AP Access Point

 

1~24 PoE PD IEEE 802.3af IEEE 

802.3at PD PD
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10.2  

PoE >  

 

 

  

 

PoE  

− 

 

− 

+

 

  

  

PoE  PoE  
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10.3  

PoE > PoE  

 

 

  

  

PoE 

PoE  

−  

−  

−  

 

 

− AT IEEE 802.3at 30W  

− AF IEEE 802.3af 15.4W  

 PoE  

PD   
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ID 
PoE

PoE  
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11  

 

  

ACL Access Control List) 

ARP Address Resolution Protocol) 

BPDU Bridge Protocol Data Unit  

Cos Class of Service  

CIST Common and Internal Spanning Tree  

DHCP Dynamic Host Configuration Protocol) 

DNS Domain Name System  

DoS Denial of Service) 

DSCP Differentiated Services Codepoint) 

ID Identity Document  

IETF Internet Engineering Task Force  

IGMP Internet Group Management Protocol) 

IP Internet Protocol  

IST Internal Spanning Tree  

LLDP Link Layer Discovery Protocol  

LLDP-MED 
Link Layer Discovery Protocol-Media 

Endpoint Discovery  

LLDPDU Link Layer Discovery Protocol Data Unit  

MAC Medium Access Control  
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MIB Management Information Base  

MST Multiple Spanning Tree  

MSTI Multiple Spanning Tree Instance  

MSTP Multiple Spanning Tree Protocol  

OID Object Identifier  

PD Powered Device  

PVID Port-base VLAN ID  

PoE Power over Ethernet  

QoS QoS Quality of Service) 

RMON Remote Monitoring) 

RSTP Rapid Spanning Tree Protocol  

SNMP Simple Network Management Protocol  

STP Spanning Tree Protocol  

SYN Synchronize Sequence Numbers  

TCI Tag Control Information  

TCN Topology Change Notification  

TCP Transmission Control Protocol  

TLV / / Type/Length/Value  

ToS Type of Service  

TPID Tag Protocol Identifier  

TTL Time to Live  

UDP User Datagram Protocol  

VoIP IP Voice over Internet Protocol  

VLAN Virtual Local Area Network  
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